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Kali LinuxEiA 5 73

Linux rootBI 2\ A\ & 55 =toor

2R\ Broot =5

Z&EKaliffl 7 o LA root ik BE— 1% BINRIREAMIZlive, 1386, amd64, VMwaresk
ARM%z & 54 rootHI 2k 54 B3 75 2 toor.
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2 E HBYKali Live ISO

TiE + EMKali 1ISO - &Nt

HIEFEFIBKali ISOR ¢ 2, BREBR, BEE L AR LLEDebian®live-build A st Kali ISO# 1T
LHEMERE. X LA —RIEEXERN AR &R A TEENE 0 6, LR A BT LUz
S EEIT E—PLive R4 K. B % FiBIKali ISOthFA 7 X LA,

EIf7=

REAMEEREKalif R B R EHIIRAIKal ISOMIRT R X 4,34 4 U E B REFAR A live-
buildBI A (3.x23 X BRI A< 7] F F Debian wheezy).

A& TR
BABNERUT RSB EIFEHIKal ISOrFIE:

apt-get install git live-build cdebootstrap kali-archive-keyring
git clone git://git.kali.org/live-build-config.git

cd live-build-config

1b config

£ #EKali ISOMIED B (T %)

configBE B EE T EHISONBMEEN B TE Lk M, X L i fEDebianBlive build 3.x 7 H
BB AT AN RARR AT D, 7% 55 35 R LL T BIES & S04

config/package-lists/kali.list.chroot — @ 2E L& Kali ISOEM % HBHIFIR RETLUIEE
BRrEs RN Ha. B L)% /REYKali ISOM K H 315 (KDE,Gnome, XFCE,LXDE ).

hooks/ — hooks B % ft i FMER R M EXA ARIAE 2L E HKali Live ISO. B % X FhooksH
ER,5%&live build . 3N F Kali@ X A R INEGE R Y5 | S 352 2 89

$ cat config/hooks/forensic-menu.binary
#!/bin/sh

cat >>binary/isolinux/live.cfg <<END

label live-forensic

menu label ALive (forensic mode)

linux /live/vmlinuz

initrd /live/initrd.img

append boot=1live noconfig username=root hostname=kali noswap noautomount
END


http://live.debian.net/devel/live-build/
http://live.debian.net/manual-3.x/html/live-manual/index.en.html
http://live.debian.net/manual/3.x/html/live-manual/index.en.html

HEISO

EHEISOZ B, T LIS EEEMLE #, 1% 132amd6455Ei386.1% E3F ="Ib build”2E Eroot fR. 10
RIRTIEEZE 4, live buildFFRIB IR 50,7 {5 F BOZR 4 E £ 2R1SO.

INRARABIETEI2ML R AT EOANMI BIISO, 5 AT FH S M

dpkg --add-architecture amd64
apt-get update

ERi&live-build £ 2641 =& 32411SO:

1b config --architecture amd64 # for 64 bit
# ...0r...
1b config --architecture 1386 # for 32 bit

1b build
xE— TN HRE— Lt n By ETHMERTENKGSAREEHEISO. AT LS EIGIMIGE.

A S EEEISOIRZE

MRIRITHE 2 B EFISO,MRA LUBkalif s B2 FEAMETSEHNHE & tNHERE
apt-cacher-ng, A EERIT S BLEhttp_proxy*FiE % £

apt-get install apt-cacher-ng
/etc/init.d/apt-cacher-ng start

export http_proxy=http://localhost:3142/

.... # setup and configure your live build

1b config --apt-http-proxy http://127.0.0.1:3142/
1b build



FALive U £ Z#Kali Linux

MUZ% g RERZEKAIZHINZREXHARZ TKaIRR(BZ)NWAE. AL, BNELER
KalifISOm & FIU & AN R R 2 B AKali Linux U £ 35 £ 52 P& BT 1 33 ST 2R STHY.

H £ USB K

T #Kali linux.
NRARFABIZEWindows, T #,Win32 Disk Imager.
“nix £ RAFNRE RNV M.

U4 (ED 2GB BE).

>N -

Kali Linux Live U & 3£ 12

EFEWindowsH) &, % _E 52 fEKali

1. #HAU# .12 1TWin32 Disk Imager.

—

% win32 Disk Imager o ] [

~ Image File Device
| : kali-daily-i3g6.is0 *—‘

[ MBS Hash:

—Progress

Zancel

1. =RETENE,MWindowstlgsZ 2 # HU A S EMRETLLAU A £ shKali Linux T .

£ FLinux®y &, ix £ 52 fEKali

ELinux rE T HIVER & #HIKali Linux U REZ. T 81FKali ISOX &5 /R LLFHJJEER
FEEIUA:

25 | 2R EUA LREKalid 2R & ¢ B2 NREF ERIEERJIBH 4 REZKITFS$
oK.


http://cn.docs.kali.org/general-use/%e4%b8%8b%e8%bd%bd%e5%ae%98%e6%96%b9kali%e9%95%9c%e5%83%8f
https://launchpad.net/win32-image-writer

1. HAUZA.
2. FdmesgffailRIIU & % & 32 5.
3. FHEATErEKali ISOXXHEIU & GEIEIRIE ] ):

dd if=kali.iso of=/dev/sdb bs=512k

X VR ERTLLAU £ & 3 ElKali Live/Installersfig 7.

H{REIU £ 7 0PersistenceIb

FER LR T. 4 fRMIKali Linuxsz R MpersistenceHRE(TELive & # B aHE B LURTE RSN ST
H)EEEA. A T L 4RMIKali Linux U & & shpersistentThEE IRBLAT & 5. ABH, B i1 & F
11893% %32 % 2ldevisdb. A1 RIRAE N MpersistenceIh e, EE— 1t FHRFIMEBRBE AR E
HUA.

1. EP&Kali Linux ISOEIU & 1 LT # fi#HY— 4, FHdd7E” A LinuxBy &, ix _E 5efEKali”.
2. U eI BHERmNND K. AFH T 41 FHgparted

gparted /dev/sdb

3. AEMHMDEARZZMTE £ AL



Kali Linux A 3232

GParted Edit Wiew Device Partition Help

unallocated unallocated 13.81 GiB

Y @ | ' = | (D /dev/sdb (14.62 GB) &
Partition File System  Label | Size | Used | Unused Flags
/dev/sdbl /i IMunknown  KaliLive 832.97 MiB - boot, hidden

0 operations pending

4. BFTHRAC—NMEER FpersistencehBERVIRIR K/NBIHT 2 X AR UL, TN ERFTA R

A2 A AR T 0 B D KB & 2persistence A BB AL Rext4 XX R % .

< ___

Minimum size: 1 MiB Maximum size: 14,143 MIB
Free space preceding (MiB): Create as: ‘ Prirnary Partition -
MNew size (MIB): 14143 =
-. File system: extd E
Free space following (MiB): _
Align to: MiB ~| Label [persistence

[ Cancel H

Add ]

5 XT MG, AL TS ES A TpersistenceIhgEMIU £ 2 X:

mkdir /mnt/usb

mount /dev/sdb2 /mnt/usb

echo "/ union" &gt;&gt; /mnt/usb/persistence.conf
umount /mnt/usb

FALive U # Z2%Kali Linux

12



6. FHMAULEURE & #hH i, fix. 4 W5 BEBIOSMUSBI% % & 3. 24 § ‘~Kali Linux & 3 B &,
M3 % % 12“Live boot" (R E#R T Ol £ ), AEIR T Tabst . X {5 1R %48 & S EERIR
18 B RBpersistent 77 ##4 i AN N “persistence”Elboot S ITHIR /T,

-

AL ORI

Boot menu

Live (686-pae)

Live (606-pae failsafe)
Graphical install
Text-mode install

¥ . linux #livesumlinuz boot=1live config live-config.username=root initrd=-live
sinitrd. img persistence_
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TG 4% IR 5 5 X HE %

IORARTIBEARTEHAT 20, BB 4 LinuxBI TS 2% 3K 5) 17 21 O 5E st BRI R B MBI A SR BL— iR
I R BNRE IR EIFRRTT 4% b TR EHIER.

FmBy i) et E B, 2 BRe s ik IRE . BEMINMER R 5F FHAGoogle.

1.

2,

BB

RENFH- LA TI2A(FHMNLIELERT)

T &M FIEIF 7 3?

IsusbsXEIspcifE BRI E 3 (FHLERS)? AT BEF E B #pci idsFusb ids

dmesgEH X FIN# 3x s SN & Rk BIE B3

EKaliBIE p -3 20 R 2 BRIERAIZUSBM +, % 0 A 7] A (VMWare/VirtualBox/QEMU
SEMNEFNPCIFEH).USBME#BIEMILT 2?2

INRdmesg BB ERFHBERRE DA, B LR EFE R X X E&FTHI Compat-wireless(B
i B EE)->42 & linux T & 38 3

BEMFEETRMEMSE

B4ER

INREE 4215 B, ffTdmesg|tail, TEER & R {RELEIE
A RE TR A E 14

# & rfkill FORE 44 FF 5% 12 B BIOS it 7

R B ITER

STA3z #h(Ralink, Broadcom)i& A Ffts I it 7 HR4£80 58 5 #8735 i ITAER
ndiswrapper A i ITER kit T K.
Airodump-ng/Wireshark 7~ g ;REMIE B:44 & rkill FIAE 4 FF 5% 2 BBIOS % i

OEA

Flaireplay-ng -9:i% (FBairmon-ngHfa & M £ & F % 1T &)
Airmon-ng 2 RS A E R X AR AP #, R R T ek MM FHE R, A& M FHThEE.
2 F 3 TR IERBEE A 48 & rkill FIEE 47T K 2 BBIOS i 7

W% B2 A ot FAircrack TE & F #ZE. iz Tairmon-ng check Kill3E 3 81X L o 2.

i m 4 2
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e Will my card work with Aircrack-ng?
e Compat-wireless

To 4% 3K 5 K *f: HEFR

17


http://aircrack-ng.blogspot.com/2012/10/will-my-card-work-with-aircrack-ng.html
http://aircrack-ng.blogspot.com/2012/03/compat-wireless.html

FAMini ISO& it M 4 Z2 2 Kali Linux

FAMini ISO%%Kali Linux

FAKali mini ISORI LA fE#h” M k" FFiR 22 4& — N sz /MEBILinux . Mini ISOS MEMBYR T &R TS
M4 aE, X EKREEFAXIMREARNMREE —NRIEAIR 4.

RERM

o Z&Kali Linuxex V'8GHE £ AT FHZ2 jq).
e i386#lamd64ZR #, R{E512MBRE.
e CD-DVD¥1R/Z#FUSB3| &

HEERR

1. F#&Kali mini ISO.
2. 1BKali Linux%l & EIDVD £ skl /EKali Linux4s {5&U # .
3. HAIR & asHIBIOS % & T MCD/USB3| %.

Kali LinuxZ&22&4 5

HRAmIni ISO & #h et RHA—TERS 1 AW B ) FE, AR, FATFF T LHELRR

it
z=.


http://www.kali.org/downloads/
http://cn.docs.kali.org/downloading-cn/%e7%94%a8live-u%e7%9b%98%e5%ae%89%e8%a3%85kali-linux

Debian GNU-Linux installer boot menu

Advanced options >
Help
Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

ETREBEMEEMEE HIEEMNE TR ABRMREAREEE—DEVBIREX BN
FB T BRiABkali.



[!] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should he, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Go Back> <Continue>




['1] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

entire disk
Guided - use entire disk and set up LWM
Guided - use entire disk and set up encrypted LvM
Manual

<Go Back>

<Tah> moves; <S zelects; <Enter> activates buttons

AT RYMLRE BN R 43 T — /MRS A S MNRARERI 5 HBIAR 5 HI8E, A LA X
NFREE L.



1 [!] Software selection |

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<top environment

ystem utilities

<Cont inue>

<Tab> moves; elects; <Enter> activates buttons

E, ZEEFRERA L TRARREMBNK M. X H NN I SROMNER X .&E,5
RTNRREGRUBLUTEMEN R iZ.



[!] Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on

your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

<Go Back>

; <Enter> activates buttons

wxE

MIEMRE 25T T Kali LinuxM 2%, 2 EEHRI R4 7. B AWML ERKaliE L o BB R
ZER MBI UERMMIA 702 B E SR IH.


http://cn.docs.kali.org/category/general-use-cn
http://forums.kali.org/

it M4 PXEZ ZKali Linux

12 2ZPXERR 435

Bt ML (PXE)¥E & sh M ZEEKali, st F—& & B X EHEUSBIHON L e A REH EE st —
MBI ERE R R EKaliER1EE .

B FiBELEdnsmasqLliR it DHCP/TFTP R 4,%A 5 % 48 dnsmasq.confix N ER & S5

apt-get install dnsmasq
nano /etc/dnsmasq.conf

FEdnsmasq.confX 4 3590 T A7 2 ADHCP, TFTPFIPXE 2 3, AR B {/RBV s & R dhep-
range:

interface=etho
dhcp-range=192.168.8.100,192.168.8.254,12h
dhcp-boot=pxelinux.0®

enable-tftp

tftp-root=/tftpboot/

B IF T Z EBAEEE Ednsmasqli 518 2 £ 3.

service dnsmasq restart

T &% Zedtkali PXEM 22 & #h 548
WIE,BMNEBLE—IXE 2 HTERKaIM L B 5451, & B HMNERMKalizk 4R T £ 8945 1K.

mkdir -p /tftpboot

cd /tftpboot

# for 64 bit systems:

wget http://repo.kali.org/kali/dists/kali/main/installer-amd64/current/images/netboot/net
# for 32 bit systems:

wget http://repo.kali.org/kali/dists/kali/main/installer-i386/current/images/netboot/netb
tar zxpf netboot.tar.gz

rm netboot.tar.gz

j E— o

% EEZRZZEKalilvfl2z MM % & 3

HEREWFE, AEIMRTLLE s IREI b ., ARABEEEC MM & 5. E 2 MPXERR 4 23 3 EXZEIIP
kPR & Fhkali.



http://en.wikipedia.org/wiki/Preboot_Execution_Environment

hnzr &4 Kali Linux

ARBFBNFEXRAL A MBHARENZRMOBRER MR LUEFEAKaliZERRFIEE R
ZFE A SRU A MIINBLVME 28 ZE R RR T INBLVME 25850 LA, 5% MA9Kali Linux
LEIER £ L.

&£ Kali Linuxssi4

Z&EKali LinuxZ{RET b, ix i F21R 5 2 BB ER A b iE 4 xEEEFE K0T, BIFH
EHMRE S T 1F.i3864 RN FAPAERR, FRLUMREEE K FAGBREMHER & 1TE. T #Kali
Linux?AfE%I £ DVD & , 304 4 17 —2Kali Linux Live U # 4F 4 REREAN.

getE S

o ZEHKali LinuxEERVEGHE £ AJFHZE ).
e 386F1amd64ZR #), &x{E512MBA7E.
e CD-DVD¥:1r/Z#FUSB3| &

HEERR

1. "F# Kali Linux.
2. #BKali LinuxZll & BIDVD £ s Hl/EKali Linux4z (5U % .
3. MR e psBIBIOS: & T MCD/USBE| &.

Kali LinuxZ234 5

1. FIRARE MR EHLEEN £ 5. REEEKalME| R E. 2 AR EIXAERR
R FNEERPRERE.


http://en.wikipedia.org/wiki/Physical_Address_Extension
http://cn.docs.kali.org/general-use/%e4%b8%8b%e8%bd%bd%e5%ae%98%e6%96%b9kali%e9%95%9c%e5%83%8f
http://cn.docs.kali.org/downloading-cn/%e7%94%a8live-u%e7%9b%98%e5%ae%89%e8%a3%85kali-linux
http://cn.docs.kali.org/general-use/%e4%b8%8b%e8%bd%bd%e5%ae%98%e6%96%b9kali%e9%95%9c%e5%83%8f
http://cn.docs.kali.org/downloading-cn/%e7%94%a8live-u%e7%9b%98%e5%ae%89%e8%a3%85kali-linux

.

ALY LRI

Boot menu

Live (amdb64)
Live (amdb4 failsafe)

Text-mode install

2. BRIV E®ZENERARSKWIRT A RBY4 £ AL iE & HHIKeymap.

. KALILINUX ...

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

Dzongkha

R (1) 1
ARz (g2

Hrvatski

Cestina

Dansk

Nederlands

=m

Esperanto
Estonian
Finnish
French
Galician
Georgian
German

Graalk

| Screenshot

Esperanto
Eesti
Suomi
Francais
Galego
JoeGmpmmo
Deutsch

=4 & WLINTTPE )

&l

Go Back Continue




3. REDRSEFBRIMRME & IFZNIRAIMLEO ARRTIRAIREZR LM ATNS UM
B, F s ANKali"fE 4 E44.

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,

you can make something up here.

Hostname:

[kali

| screenshot | Go Back | Continue J

4. Hrootik p M A— BRI 2



Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Mote that you will not be able to see the password as you type it.
Root password:
[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[ screenshot | [ GoBack | Contkwe J

T—¥gEnKX.

\

S KALILINUX .o

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana
Samoa

[ screenshot | Go Back | Lk_Continue




6. TEB/AMNE L, FIREAD % A INFELVMEE 5 % #2"Guided — use entire disk and
set up encrypted LVM({Ef £ &£ LVMINEH) .20 & Fi 7.

S KALILINUX ..o

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method!:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

| screenshot |

Go Back | Continue

7. ZBFREKaINB s e AP HRMNEFE—RUEEABRR#EBMNMEAXRUA
3k & 30 N BYKali.




Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCSI3(0,0,0) (sda) - 4.0 GB Kingston DataTraveler 2.0

SCS14 (0,0,0) (sdb) - 21.5 GB VMware, VMware Virtual §

[ screenshot | [ GoBack | Continue
8. MWINMRND KL HFFssRE.

KALILINUX ...

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Configure encrypted volumes (~]

~ LVM VG kali, LV root - 3.5 GB Linux device-mapper (linear)

> #1 3.5GB f exta ! F
= VM VG kali, LV swap_1 - 209.7 MB Linux device-mapper (linear)
= #1 209.7 MB f swap swap
< Encrypted volume (sda5_crypt) - 3.8 GB Linux device-mapper (crypt)
> #1 3.8GB K Ivm
= SCSI13(0,0,0) (sda) - 4.0 GB Kingston DataTraveler 2.0
= #1 primary 254.8MB F ext2 /boot
= #5 logical 3.8 GB K crypto (sda5 crypt)
~ SC514(0,0,0) (sdb) - 21.5 GB VMware, VMware Virtual 5
> #1 primary 20.5GB B extd
= #5 logical 922.7 MB swap
Undo changes to partitions
Finish partitioning and write changes to disk E

[ screenshot | | Help ' [ GoBack | Continue l



10.

9. ARBMBEERMA—TNINEE 2 AR5 F LR S FERR & sKalist i A

N KALILINOX

Partition disks

You need to choose a passphrase to encrypt SCSI3 (0,0,0), partition #5 (sda).

The overall strength of the encryption depends strongly on this passphrase, so you should take care to

choose a passphrase that is not easy to guess. It should not be a word or sentence found in
dictionaries, or a phrase that could be easily associated with you.

A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases are
recommended to have a length of 20 or more characters.

Encryption passphrase:
[

Please enter the same passphrase again to verify that you have typed it correctly.
Re-enter passphrase to verify:

[ screenshot |

Go Back | Continue _l
BC & M & Mirrors. KalifE FI /DR &2 ik ERERHRMME B M AEENAEER.
FERMNRIRE 4 TNO” (R EEMKalR R 4k 4.



*  KALILINUX ...

ARE ABLETO HEAR

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

3

Go Back [ Continue

| Screenshot

1. T—4&REGRUB.

% KALILINUX ...

ARE ABLE TO HEAR

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

k

Go Back [ Continue ‘

[ screenshot |



12. &5, =& Continue(4% %) E & R 4%, #t AR RENKal. NRRREN B frix s 232U
£ ,58ABIOSHEZRE A MUA & 3 MRGEER & sh et i AL alE ERINE R 3.

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

[ screenshot | [ GoBack | Continue l

TERR R

RIEMRE 25T T Kali LinuxM 2%, 2 EEGMRI R4 7. B AWML ERKaliE i o BB R
ZIEBARRESER 7tz BHREIFEZ M/ KRIG.
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KaliflWindows 5| &

KaliflWindows XX 5| &

EKaliflWindowsZE— 2B E . AMME# ENLZE. SERRMEL 4P TR mEMNE
BHUE. R A B A1 BIERIRBITE & P LMR & iz B R 210 B 5| BN — BARSERR T 212, 34
WEFAR I 208 & Z25EKali Linux, B 7 fBKalifg & s 2o it i1 72,

LB, B 41 Kali LinuxF1FE & ME—BIWindows 7R 42 1E —&2. B TR EH 4 Windows 9 X
¥4 X KN, 45/hM\Windows 3 KA £, LUFEIEKali LinuxZEEIFENZE S X.

T #Kali LinuxZll  BIDVDYE & , S0E & % —:Kali linux Live U & /5 4 REEHE N W RIREY &, i
% BDVDY IR USBIm O, 5 5% M 24 2 2=Kali Linux R EK:

e WindowsZE > H8GHIFIRZE jj
e ¥ #CD-DVD/USBE|%

HEERR

1. "F# Kali Linux.
2. % FKali Linux DVD £ skl EKali Linux Live U % .
3. HARIREY &, 5xBIOS% & T MCD/USB3| %.

W B8

1. FIARE MREZFHREEN ;3. IRRFEEIKali5E| S R m. & ELive AEIRE# AF|
Kali Linux & m.

2. {EAMA 7 Aroot, M1 % BtoorE . T —4 iz TgpartediZ . 31119 A gparted 4 ) \windows
2 EBIR/N LR 95 BYZE j) R ERKali.
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Applications Places Sat Jan 26, 7:17 PM " _ﬂ W root

. PGt
wwrw allssies-asserily con

Run Application

o,

gD

=10
5oL
g8

gparted
Run in terminal Run with file...

+/ Show list of known applications

Cancel

p— (L] [])

Rin Application =

3. #%&#EWindows7 X RBIRIVRA B R ik 1%, i R AMWEZN X AP E RIS
X, E—PMOEXEZ2%MME DK, 2 rr EWindowsZZEE/dev/sda2. &7 8 EWindows % X
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Places

Applications

GParted Edit Wiew Dewvice Partition

® | 2| B

Label

Partition File System

ntfs

/dev/sdal System R

unallocated unallocated

0 operations pending

/dev/sda - GParted

Sat Jan 26, 7:18 PM

/dev/sda - GParted

Help
fdew/sda2
Delete Delete
Copy Ctri+C
Format to )

Manage Flags
Check

Label

New UUID

Information

Used

33.59 MiB

(A /dev/sda (60.00 GiB) & |

Unused Flags

66.41 MiB boot

BERORX G BERE T L HApply All Operations” (5 FAFr A #41F). 1R HgpartedFH &

=3

Places

Applications

GParted Edit View Device

Sat Jan 26, 7:19 PM

/dev/sda - GParted

Partition Help

Apply AllL Operations

/dev/sdaz
25.76 GiB
Partition File System Label Size
/dev/sdal ntfs System Reserved 100.00 MiB
/dev/sda2 ntfs 25.76 GiB
unallocated unallocated 34.14 GiB

2| Shrink /dev/sda2 from 59.90 GiB to 25.76 GIiB

1 operation pending

/devfsda - GParted

(y/devisda (60.00 GiB) 2

unallocated
34.14 GiB
Used Unused Flags
33.59 MiB 66.41 MiB boot
11.52 GiB 14.24 GiB




Kali LinuxZ&2 &4 o

1.

RERD B ZBIREE 4§ Z55Kali Linux, (LR T 2 X et % 4" Guided — use the largest
continuous free space”( Lt X Fgparted ¢] 2 X).

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use the largest continuous free space

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual k

[ screenshot |

[ GoBack | Continue
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2. REESEH B A REE NLGRUBK & %3 £ AKali #1 Windows 2 3 5.

d

GNU GRUB wersion 1.99-26

I{llll lIHUH

very mode)

1Eh ;- ; with i -t mid6d (recos
Windows 7 (luadEP) Lon /deu/sdal)

ect which entry is highlighted.
d 05, 'e' to edit the commands
or & command-1ine.

R

RIEMRE 25T T Kali LinuxM 2%, 2 EEHRI R4 7. B AWML ERKaliE i o BB R
571|:|/L.\,1T _.I-Lj\rﬁﬁ})‘l iKEﬁZ UE%E,J/J\}BIZIE
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IE £ 2% Kali Linux

Kali LinuxZ&23 &4

Z&RKali LinuxEIMRE &, i1t F2R 5 £ BEMBERDM & miEH. Kalixz#i386, amd64,
ARM (armelflarmhf) & HEEHZ KT, BEHFEHMERER BT, 138645 R BN EAPAE
W%, FTLAMREBETE KR FAGBARAEFHINLERE 1TE. T £ Kali Linux$A 5% % DVD & ,30& 4 & 17 — 3
Kali Linux Live U # ¥ A REEN N RIRE &, s 3% BHDVD M ik =X EHUSBIH O, i55EKali Linux
24 R .

get LS

o Z&Kali Linuxex V'8GHE £ aT FHZ2 jq).
e 386F1amd642R #), &x{E512MBA7E.
e CD-DVD¥:1r/Z#FUSB3| &

HEERR

1. "F#FKali linux.
2. #Kali Linuxzll & EIDVD £ =kl {EKali Linuxsz%&U 4 .
3. HAAR & asHIBIOS % & T MCD/USB3| %.

Kali LinuxZ23 4 g

1. FFIRRE MR FNREREN & 3. (RREEIKalNE| 37 E. 23 AR ARERIEXSE
BRAZER ML FNeFARRARER.


http://cn.docs.kali.org/general-use/%e4%b8%8b%e8%bd%bd%e5%ae%98%e6%96%b9kali%e9%95%9c%e5%83%8f
http://docs.kali.org/installation/kali-linux-live-usb-install
http://docs.kali.org/network-install/kali-linux-network-pxe-install
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http://docs.kali.org/installation/kali-linux-live-usb-install

.

ALY LRI

Boot menu

Live (amdb64)
Live (amdb4 failsafe)

Text-mode install

2. BRIV E®ZENERARSKWIRT A RBY4 £ AL iE & HHIKeymap.

. KALILINUX ...

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

Dzongkha

R (1) 1
ARz (g2

Hrvatski

Cestina

Dansk

Nederlands

=m

Esperanto
Estonian
Finnish
French
Galician
Georgian
German

Graalk

| Screenshot

Esperanto
Eesti
Suomi
Francais
Galego
JoeGmpmmo
Deutsch

=4 & WLINTTPE )

&l

Go Back Continue




3. REDRSEFBREIMRME & IFZNIRIMLEO AGIRTIRAIMRBZREHATNG I
B, F s ANKali"fE 4 E44.

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,

you can make something up here.

Hostname:

[kali

| screenshot | Go Back | Continue J

4. Arootik p i A— BRI 2, HEFEEMN T BHNARK »~.



Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Mote that you will not be able to see the password as you type it.
Root password:
[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[ screenshot | [ GoBack | Contkwe J

T—¥gEnKX.

\

S KALILINUX .o

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana
Samoa

[ screenshot | Go Back | Lk_Continue




6. REB[ISANIE L, FFIREAN B, B F B b B E 3R E & FHE R R ELVM(E &
BEER).SLA P UUER"FH"DX EBEBCHD XL H.

7. BEARRRSFEATENR L AR ANSL S LRE EIRR & g sikaE 1R
SR ITE FEREBRIEEERS.

8. EEEM % Mirrors.Kaliff /DR 4 ik ELEMNHMRMEEH AELHHNREER.

ERVARIR L3 TNO” fRFF A EE MKaliR & 3= 4% 14

Y KALILINUX ..o

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

[ screenshot | [ GoBack | [ Continue _]

9. T—4%&EGRUB.



\

YOU ARE ABLE TO HEAR

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

L3
| Screenshot

Go Back [ Continue ‘

ARE ABLE TO HEAR

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

| Screenshot

Go Back Continue
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Virtual BoxfJKali LinuxiE »41

N RARFBIEVirtualBOX B 2k Kali Linux, 7 BE9 IR FI REETHRER R T B 1 SE W THIIEmE.

2 U fE A& AThRBIVirtualBOX, & 2 AT AR T+ A (K16, B B MRR S, S D F B 7 im2h
AEIR5 T B4 E R0

1EVirtual BoxBYKali LinuxE il 228 T B

A TEEEHAMIFERURSMNEENEZR £ /R 52 REVirtualBox88ThEET &,

& #hKali LinuxEE LG, 3T T — P & im A AT 40 T 8 5 S & = Linux AR sk X4
apt-get update && apt-get install -y linux-headers-$(uname -r)

LR E, MVirtualBoxE % By Install Guest Additions” i $2’'Devices’ 1 # & i ThAgI€ 28 /Y
ISOFIE M ALBICDY ik 3R~ B # iz {TCDeY, m £ BUHIR 4.

Applications Places t E Sun Mar 3, 4:24 PM

This medium contains software intended to be automatically

started. Would you like to run it?

2 will run directly from the medium "VBOXADDITIONS_4.2.8_83876"

run software that you don't trust

Cancel

HOTRNINU




ERIREO, E%‘JFEJ}MILCD RomE #VboxLinuxAdditions.runix N XX EEIA M B & B G 7
PATAUR, R G 1T N F AR &

cp /media/cd-rom/VBoxLinuxAdditions.run /root/
chmod 755 /root/VBoxLinuxAdditions.run

cd /root

./VBoxLinuxAdditions.run

Applications Places 'r ] Sun Mar 3, 4:37 PM

root@kali: ~
File Edit View Search Terminal Help
-r-xr-%r-x 1 root root 8181195 Mar 3 16:36 VBoxLinuxAdditions.run
:~# ./VBoxLinuxAdditions.run
Verifying archive integrity... All good.
Uncompressing VirtualBox 4.2.8 Guest Additions for Limux......:cceee.
VirtualBox Guest Additions installer
Copying additional installer modules ...
Installing additional modules ...
Saving modules configuration ...
Removing existing VirtualBox non-DKMS kermel modules ...done.
Building the VirtualBox Guest Additions kermel modules
The headers for the current running kernel were not found. IT the following
module compilation fails then this could be the reason.

Building the main Guest Additions module ...done.

Building the shared folder support module ...done.

Building the OpenGL support module ...done.

Doing non-kernel setup of the Guest Additions ...done.

Starting the VirtualBox Guest Additions ...done.

Insta'l'l.i.ng the Window S)fﬁtem drivers

Installing X.0rg Server 1.12 modules ...done.

Setting up the Window System to use the Guest Additions ...done.

You may need to restart the hal service and the Window System (or just
the guest system) to enable the Guest Additions.

Installing grirhics libraries and desktop services components ...done.
~#

B root@kali: -

Theen TERRIFEE gKali LinuxEpH. BAERESHE T LI USEENHEEZER %
T,

HIEBEFHNNEZERZ

AT HEBEN LB 2 /RMKali LinuxE AL, B —L S mETK.

TF%MIL‘“EE%E % ZFARAIKali LinuxE B LA TG s & B4 32 £ 89’ Shared Folders’. &3 H—
//J\\jJD ? E j-I:E,JIE D T /P%DE,"\% *ﬁ—‘;E//J\\jJD AE 7?:

TEFolder PathXX AHE, B TRE HZ X4 & BIBR R, S & TR £ 87k K 78 TN R %4
# Auto-mount( B s £ ) #’'Make Permanent(Zk A ) & A 1E, ¥ H IRt = & OKIR42.



N

s Kali-Linux
L & Running

AEHZR zHAAEmediaB B 4 THUARN# AZIXNE ZIRTLUGE—DNH 45

BHE.

D @ D

e
oW Settings Show Discard

- |
General System

Folders List

Name Path
Machine Foli
Transient Fa

Oracle VM VirtualBox Manager

3 & Snapshots

Boot Urder:  Floppy, LU/DVD-KUM,

Hard Micle
Kali-Linux - Shared Folders

=l @& & =l & Lo

Add Share |
Folders

Folder Path: [ ... /Shared VBOX_Folder «
Folder Name: Shared VBOX_Folder

wnt | Access P ] |
Read-only

[+ Auto-mount
¥ Make Permanent

Cancel OK

Cancel OK I

T
Device Filters: 0 (0 active)

) Shared folders

None

() Description

None

A



Applications Places ‘: E

Sun Mar 3, 5:01 PM

media
File Edit View Go Bookmarks Help
Sookmarks el sf_Shared_VBOX_Folder
B8 sf_Shared_VBOX_Folder
Computer h - | H
K3 Home cdrom cdromO
B Desktop

# File System
& Trash
Network

28 Browse Network

¢ » Q search

sf_Shared_VBOX_

Folder

& media H



iz 1T Metasploit Framework

KBRKali Linux ¥ 2 filz 4 558%, Kali?% B B 3 & s I 24 AR %, IR A R 5 ERN.FTLAA 71k
Metasploit A2 #F8IR E A Rz ITHEL N EM S 5.

& # KalifiPostgreSQLAR 4%
Metasploit {8 FAPostgre SQLYE 4 #4E & ,FrAi s iz 1T E.

service postgresql start

State Recv-Q Send-Q Local Address:Port Peer Address:Port
LISTEN @ 128 :::22 :::*

LISTEN @ 128 *:22 *:*

LISTEN ©@ 128 127.0.0.1:5432 *:*

LISTEN © 128 ::1:5432 :::*

& s KalifJMetasploitfk %

B2 PostgreSQLH & 3 #llia 17,3 & F 1 & i TTMetasploithR 4.5 — Rz TR R E— 1
msf3EWE & A~ F1— D Umsf3REE & . i =iz TTMetasploit RPCHI B FERIWEB Ak 4% i .

service metasploit start

7£Kaliiz {TTmsfconsole
¥ 38U B B R
msfconsole

msf > db_status
[*] postgresql connected to msf3
msf >

AdiEMetasploithE k4 & #1517


http://docs.kali.org/kali-policy-cn/kali-linux-network-service-policies
http://www.metasploit.com
http://www.postgresql.org/

INR IR PostgreSQLFMetasploitE FF L&t iz 17,/R 7] LAFE Flupdate-rc.d & AR %-.

update-rc.d postgresgl enable

update-rc.d metasploit enable



KaliE b L& VMware Tools

FHAENRE S 6l E—AKali LinuxB9VMware E 4, A 218 B F 01 LR VMware s
R, 31T T BRAVE LUETEKaliE AL S Z 2 VMware Tools 4R A LA ik 42 % 2 open-vm-tools,
= 8 # FYVMWare tools.

Z ¥ open-vm-Tools

X AT RE R TEKaliRE B ALE 32 31"VMware Tools"THEER B Z A E.

apt-get install open-vm-tools

E£KaliE Z%EVMware Tools

N R open-vm-tools A EE F, 5& fR & fm M T 5 FH VMware Tools, FF 5 &2 % — LVMware Tools%&
ERTFEND:

apt-get install gcc make linux-headers-$(uname -r)
In -s /usr/src/linux-headers-$(uname -r)/include/generated/uapi/linux/version.h /usr/src/

{ S— >

T—# 8t =+ 3% 2 B’ Install VMware Tools # £ VMware ToolsBJISO. FE ML S IR % 13
EIVMware Tools ISOf5, Eifi1#E £ 38 #h 25 A FF & #lVMware ToolsZ & 25 E/tmp/B & .

mkdir /mnt/vmware
mount /dev/cdrom /mnt/vmware/
cp -rf /mnt/vmware/VMwareTools* /tmp/

=fE, #Etmp/B & 8 E AR iR .

cd /tmp/

tar zxpf VMwareTools-*.tar.gz
cd vmware-tools-distrib/
./vmware-tools-install.pl

IR%& EEMS S, VMware Toolsfi R EMF T .

VMware 2 5E+#:#% # 1R (€



gNR7EKali LinuxBIVMware E L E AREIB 4+ # RIEHE K R R R 4. 2 X EKalE B LR
Z & xserver-xorg-input-vmmouseix M.

apt-get install xserver-xorg-input-vmmouse
reboot

VMWare Tools ~RE 25 3%

X EN2BITERMNAEME 2, Fla0Kali LinuxA T VMware it 3% 8 X I KRN o, 8]
BEEEEVMwarett X F#"EAHIVMware Tools#h T
2 %017 &

#HBE2013FE3H2H % 1k . VMware ToolsB 2 E3. 7R % 2 @it BT HEXH £ BB TEEEE
TEN. BB T LR 9 H.


http://communities.vmware.com
http://communities.vmware.com/message/2130250

Kali Linux %, FEUE =T

BackTrack Linux5| A T "Forensic Boot” & #i% 7l ,BackTrack 52 th A, s fEKali Linux 2K KXH
ix N ik 9. FBacktrack LinuxBIT 52 5 1%,”Forensic Boot"th#% iz B R IEE HIRIT. 42 AE &
&Kali Linux, UEEFEEE AENA L EEN T RITHWRINGETE Kali2EREEM
FHREGE TR FEEZFHITE.

-

LALALL OIS

Boot menu

Live (amdG4)
Live (amdB6d failsafe)

Graphical install
Text-mode install

Press ENTER to boot or TAB to edit a menu entry

& # % forensic boot' BERXF R4 AXPMEAE—LIEEEEMNHR T .
1. B AoMEIINEE L. XEHRESWAPSOXHIAEEL SR ASBEBEHIER. H TLIE
EEBIEeELOE &t AKaliBEGE & 2R g 3 EFEA T Kali—Eket 18 /5, 41 x<41, 5B
RIRFREE & 73 EREMIHash. & MHash— 2, R TE & 5 B Ak % .

2. HR BEEN—S BMNBR T BEx4EREETHREFR HYEZERMLUEAUE L TS5
HEASHEHER. XINMUENHEE G 2B FRIEFASN T EEEN. = ER T H 2
FHFRRA.

WNRIRAE L BEA 2 P EKalEE £ BMWEE, BNEEMRAEUABNRRERE 4 IT.AE
EA L BERTHEARGETES N ZBERDE S NEMAT 4.



&®E, % TKali— B £ T RAEMHFBHIFRSEN X &KME. BABITRRE T IREEXRMTR
TE MREZXMERE, L FNEs Bi—BEERTIFEANERESRENFTREIELE
Kalik 4 % FIFE§F.


http://bugs.kali.org
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EMK/SS808 L Z % Kali ARM

55808 ARM Devices (rk3306)

SainSmart SS8082 —fhE T rockchip:th F FIARM % &-. B3 2 7 — NIk 1.6GHzHIA9 1 1|
B 1GARF, R IFH & 1TKali.

7 #Kali7£SS808 — 5 % hix

INRIRAE LR EEKaliE{RAYSS808, 1R BB T 514 %

1. —#%EV8CGHEESDE,&IF=Class 108.

2. TEFAM T 2 X T #Kali Linux SS80842 K.

3. AddanSiBaREE ARISDF. AMIH Bi% 77 6% £ 8% & 3k =/dev/sdb, AN 2
SS8084: 1% . MNRAE % ,BITHEN.

4. BMKB808-Finless-1-6-Custom-ROMT £ ElIWindows Xk 4 B &, i F i /2 13X N zip A4

5. 143:MK808 Finless ROMT EMJREADME, A 5 & B EMWindows Ik 3.

1EFR P EUEKernel.img#lrecovery.imgit 57, 2R I5 FF A RIAN.
7. AR T —* Fkail®kernel.img#lrecovery.imgZ &Finless ROME % T Bkernel.img#
recovery.img.
1EFinless ROMT EE #f5ik R it T “kernel.img”#1“recovery.img”, A G BRI —R.
HmicroSDF1E A ZISS808%A /5 & 7.

ESIZTHRRRSDFANESE MR # THENER RS RIBELBE LK.

© ©

dd if=kali-SS808.img of=/dev/sdb bs=1M

XS BB I BURTFIRIUSBE 4% & FIEREM B R K/ .ddim w52, 7 EASDEEISS808
B e RS LLA (root/toor) & & A5 Fstartx & 3 B ME.FLX 48,52 7!


http://www.kali.org/downloads/
http://www.freaktab.com/showthread.php?3207-NEW-MK808-Finless-1-6-Custom-ROM

S$S808_LHIKali — & % i

IMNRIRZANFF % F ARIBIERKali Linux SS808RI4E KR, AIRIEARKIECE, & 5 FAHIXE T
MK/SS8084:.5.


http://docs.kali.org/?p=996

£ =EChromebookZEKali

Samsung ARM Chromebook

= EARM chromebookza—& B2 A& . EE Bk & M, BB 171 89Kalisz R EChromebook L iz iz 1T
BE1F.

F 1B9Chromebook Kalig &2 & mfhs| 9 X, Hh— MBI %aHIMSDE5| %, % — IR
RS MUSBE| 5 RIB{RE A # & BUAUSBE N (Edd i S84 & =M EIUSB % 415,
WmEMM LS| 2K irie BEEmB®ER, AEENRENERHERIEK.

KalifEChromebook t — FH »# 15/

INRIRAE L L KaliB{REISamsung ARM Chromebook, 1% 88 T 514 5:

H L5 —3EE8G SDFEUA.

#EChromebooki% B FF % EE.

MIA189downloads T # KalifiSamsung ARM Chromebook4s 5.

FAddi TR 4R BISDF . ABIA, BR% 77 4% % & 3% & 3 B 2/dev/sdb RIFIF R,
BHiTEX.

EE X RRBIRSD AR MR LT HZNERLL IS BELBELX.

H WO DN~

dd if=kali-chromebook.img of=/dev/sdb bs=512k

X% FER A A BURTUSBF 4 % £ BIEE M REIA/.

AEXE RELDX1HED X 2472 B E K AL BF RN A B E B4 5. 0 FefE 7%
EE— DD X(B-iSE)®ELGEEBERK10,R 4 FH M EMSDES| .


http://www.kali.org/downloads/

cgpt repair /dev/sdb
cgpt add -i 1 -S 1

10 -1 KERN-A /dev/sdb
cgpt add -i 2 -S 1 5

-T5 -P
-T 5 -P 5 -1 KERN-B /dev/sdb

{#Fcgpt showdr © & H2 XMFIKRFE| SR

root@kali:~# cgpt show /dev/sdb

start size part contents
0 1 PMBR
1 1 Pri GPT header
2 32 Pri GPT table
8192 32768 1 Label: "KERN-A"

Type: ChromeOS kernel
UUID: 63AD6EC9-AD94-4B42-80E4-798BBEGBE46C
Attr: priority=10 tries=5 successful=1
40960 32768 2 Label: "KERN-B"
Type: ChromeOS kernel
UUID: 37CE46C9-0A7A-4994-80FC-9COFFCB4FDC1
Attr: priority=5 tries=5 successful=1
73728 3832490 3 Label: "Linux filesystem"
Type: OFC63DAF-8483-4772-8E79-3D69D8477DE4
UUID: E9E67EE1-CO2E-481C-BA3F-18E721515DBB
125045391 32 Sec GPT table
125045423 1 Sec GPT header
root@kali:~#

ddiRVESE /a3 EASDFE/U £ & 5 Chromebook(FREIHE # BHUSBON.JEFF 4 EHE| 2R TRE
RCTRL + ALT + UB| % # A ElKali Linux. f(root / toor) & # FlKali, A J5 iz {Tstartx. 7hiX 4, K
IhE&ER!!

KalifEChromebook t — 7 % {5/

IMRIRZB— NI 4 & BIFTEKali =& ChromebookHy4 &, SIEEHAKE B FEE it
223X, 3% & 0 A1 B9 E E | Chromebook P i%/4: 5.


http://cn.docs.kali.org/development-cn/%e5%ae%9a%e5%88%b6chromebook%e9%95%9c%e5%83%8f

07. Kali LinuxFH/ %



E kIRaspberry Pis &

A4 T & E R A0 6] B — N EFIBIRaspberry Pi ARMARKali Linux4g (89755 A0 RAR
RERBLEKaliER, %5 A EMNINXEZ=Kali Linux ARMRRE|Raspberry Pi”.

01. 4)##Kali rootfs

BB — P armelZR 4B aNKali XX Rk B Kali rootfs. B g 4 B Mrootfs i F~/arm-
stuff/rootfs/kali-armel B .

02. 4|5 1R U4
RiE B el BBRTFERHE1Raspberry Pi rootfsflboot4z & HI¥I IR 4 1% ST

apt-get install kpartx xz-utils sharutils

cd ~

mkdir -p arm-stuff

cd arm-stuff/

mkdir -p images

cd images

dd if=/dev/zero of=kali-custom-rpi.img bs=1MB count=5000

03. T XFEHKEEXMH

parted kali-custom-rpi.img --script -- mklabel msdos
parted kali-custom-rpi.img --script -- mkpart primary fat32 0 64
parted kali-custom-rpi.img --script -- mkpart primary ext4 64 -1

loopdevice="losetup -f --show kali-custom-rpi.img’

device="kpartx -va $loopdevice| sed -E 's/.*(loop[0-9])p.*/1/g"' | head -1°
device="/dev/mapper/${device}"

bootp=${device}pl

rootp=${device}p2

mkfs.vfat $bootp
mkfs.ext4 $rootp
mkdir -p root
mkdir -p boot
mount $rootp root
mount $bootp boot

04. E4IF115 i Kali rootfs

rsync -HPavz /root/arm-stuff/rootfs/kali-armel/ root
echo nameserver 8.8.8.8 > root/etc/resolv.conf


http://cn.docs.kali.org/general-use/%e5%ae%89%e8%a3%85kali-linux-arm%e7%89%88%e6%9c%ac%e5%88%b0raspberry-pi
http://cn.docs.kali.org/development-cn/%e5%87%86%e5%a4%87kali-linux-arm-chroot

05. 4 i%Raspberry PiF & #1115

IR UUARMIEHAE A FF % 3B, EEBBEARMA: X 4 1% S 1E R 4 2 ARMA KL IR 1 .58
BE, AT TS,

cd ~/arm-stuff

mkdir -p kernel

cd kernel

git clone https://github.com/raspberrypi/tools.git

git clone https://github.com/raspberrypi/linux.git raspberrypi

cd raspberrypi

export ARCH=arm

export CROSS_COMPILE=~/arm-stuff/kernel/toolchains/arm-eabi-linaro-4.6.2/bin/arm-eabi-
make bcmrpi_cutdown_defconfig

# configure your kernel !

make menuconfig

make -j$(cat /proc/cpuinfo|grep processor|wc -1)

make modules_install INSTALL_MOD_PATH=~/arm-stuff/images/root

cd ../tools/mkimage/

python imagetool-uncompressed.py ../../raspberrypi/arch/arm/boot/Image

cd ~/arm-stuff/images

git clone git://github.com/raspberrypi/firmware.git rpi-firmware
cp -rf rpi-firmware/boot/* boot/

rm -rf rpi-firmware

cp ~/arm-stuff/kernel/tools/mkimage/kernel.img boot/
echo "dwc_otg.lpm_enable=0 console=ttyAMAO,115200 kgdboc=ttyAMA®, 115200 console=ttyl root

{ S— >

umount $rootp
umount $bhootp
kpartx -dv $loopdevice
losetup -d $loopdevice

FRddTEREX DN XEERISDE FEARBIG, 1R % F 4% & 1E/dev/sdb.iF IR E &N,

dd if=kali-pi.img of=/dev/sdb bs=1M

dd#1EsTkfa, Bl # 7 # tHSD+. 2R 5 & # # AFKali Linux


http://cn.docs.kali.org/development-cn/arm%e4%ba%a4%e5%8f%89%e7%bc%96%e8%af%91

TE#|Chromebook4s &

3t FF % & A0 T B9 SRS HEIR B 47 01 BN {E BYKali Linux Samsung chromebook ARM4: 1%
B A NSRRI 22 5 771 4 BIKali image, & () 3 189344 /£ = & Chromebook % 22 Kali.

AXEPBNUE—TREEEAME 3 2K) - —MO2EES T REMSDFEEI FHIRK, 5
—MaE T EFIMUSBE| $ A REIRIIUSBF MBI % B I RIRIEAdAB SRR EE
USBi% &4 m(FiEm RGN T) BRSNS SEXHIE 0K,

01. ¢ & Kali rootfs
Foa el B 4132 sh R IKali rootfs{d FlarmhfZR 4. 2 XA & /5, 7 ~/arm-
stuff/rootfs/kali-armhfB % £ 5 iz B — 1M EHE 2SR Z X HHrootfsB %.

02. 4 B4 &R
T—4% 816 BB FERH 11Chromebook rootfsF13| 5 45 &Y IR 4 (R ST,

apt-get install kpartx xz-utils gdisk uboot-mkimage u-boot-tools vboot-kernel-utils vboot
cd ~

mkdir -p arm-stuff

cd arm-stuff/

mkdir -p images

cd images

dd if=/dev/zero of=kali-custom-chrome.img bs=1MB count=5000
J E— o]
03. 0 AN H 4R

parted kali-custom-chrome.img --script -- mklabel msdos

parted kali-custom-chrome.img --script -- mktable gpt
gdisk kali-custom-chrome.img << EOF

X

1

8192


http://cn.docs.kali.org/armel-armhf-cn/%e5%9c%a8%e4%b8%89%e6%98%9fchromebook%e5%ae%89%e8%a3%85kali
http://cn.docs.kali.org/development-cn/%e5%87%86%e5%a4%87kali-linux-arm-chroot

loopdevice="losetup -f --show kali-custom-chrome.img"

device="kpartx -va $loopdevice| sed -E 's/.*(loop[0-9])p.*/1/g' | head -1~
device="/dev/mapper/${device}"

bootpl=${device}pl

bootp2=${device}p2

rootp=${device}p3

mkfs.ext4 $rootp
mkdir -p root
mount $rootp root

04. S #IFN{E 4 Kali rootfs
Firsynci# 3 8§l Fo A1 £ BIKali rootfss K.

cd ~/arm-stuff/images/
rsync -HPavz ~/arm-stuff/rootfs/kali-armhf/ root

echo nameserver 8.8.8.8 > root/etc/resolv.conf

mkdir -p root/etc/X11/xorg.conf.d/
cat << EOF > root/etc/X11/xorg.conf.d/50-touchpad.conf
Section "InputClass"
Identifier "touchpad"
MatchIsTouchpad "on"
Option "FingerHigh" "5"
Option "FingerLow" "5"
EndSection
EOF

05. 4% = EChromium A& 11

SORARA B EFARMBBEAE 4 T % 371R, 4 7 4% i3 ARMAI R AR 32 4R 12 % S ILARM 22 X 45
PR SE RS, A T e 4k 4.

3 BXChromiumRIZIRAR 23 H I EI F 1B FF & x5 44 R

cd ~/arm-stuff

mkdir -p kernel

cd kernel

git clone http://git.chromium.org/chromiumos/third_party/kernel.git -b chromeos-3.4 chrom
cd chromeos

J S



http://cn.docs.kali.org/development-cn/arm%e4%ba%a4%e5%8f%89%e7%bc%96%e8%af%91

cat << EOF > kernel.its

/dts-v1/;
/7 A{
description = "Chrome 0S kernel image with one or more FDT blobs";
#address-cells = <1>;
images {
kernel@i{
description = "kernel";
data = /incbin/("arch/arm/boot/zImage");
type = "kernel_noload";
arch = "arm";
os = "linux";
compression = "none";
load = <0>;
entry = <0>,
3
fdt@1{
description = "exynos5250-snow.dtb";
data = /incbin/("arch/arm/boot/exynos5250-snow.dtb");
type = "flat_dt";
arch = "arm";
compression = "none";
hash@1{
algo = "sha1l";
}
}
}

configurations {
default = "conf@1";
conf@1{
kernel = "kernel@l";
fdt = "fdt@1i";
I
}
1

EOF

H RAITA T AN FT T ESEAA T A4 6.

mkdir -p ../patches

wget http://patches.aircrack-ng.org/mac80211.compat®8082009.wl_frag+ack_vi.patch -0 ../pa
wget http://patches.aircrack-ng.org/channel-negative-one-maxim.patch -0 ../patches/negati

patch -p1 < ../patches/negative.patch
patch -p1 < ../patches/mac80211.patch

1

] Il

R, AE R T E—# X X 432 ChromiumA#.



export ARCH=arm
export CROSS_COMPILE=~/arm-stuff/kernel/toolchains/arm-eabi-linaro-4.6.2/bin/arm-eabi-

./chromeos/scripts/prepareconfig chromeos-exynos5

# Disable LSM

sed -i 's/CONFIG_SECURITY_CHROMIUMOS=y/# CONFIG_SECURITY_CHROMIUMOS is not set/g' .config
# If cross compiling, do this once:

sed -i 's/if defined(__linux__)/if defined(__linux__) ||defined(__KERNEL__) /g' include/d

make menuconfig

make -j$(cat /proc/cpuinfo|grep processor|wc -1)

make dtbs

cp ./scripts/dtc/dtc /usr/bin/

mkimage -f kernel.its kernel.itb

make modules_install INSTALL_MOD_PATH=~/arm-stuff/images/root/

# copy over firmware. Ideally use the original firmware (/lib/firmware) from the Chromebo
git clone git://git.kernel.org/pub/scm/linux/kernel/git/dwmw2/1linux-firmware.git

cp -rf linux-firmware/* ~/arm-stuff/images/root/lib/firmware/

rm -rf linux-firmware

{ R— >

echo "console=ttyl debug verbose root=/dev/mmcblkip3 rootwait rw rootfstype=ext4" > /tmp/
echo "console=ttyl debug verbose root=/dev/sda3 rootwait rw rootfstype=ext4" > /tmp/confi

vbutil kernel --pack /tmp/newkern-sd --keyblock /usr/share/vboot/devkeys/kernel.keyblock
vbutil kernel --pack /tmp/newkern-usb --keyblock /usr/share/vboot/devkeys/kernel.keyblock

(| . o]
06. #4381 3 H K

dd if=/tmp/newkern-sd of=$bootpl # first boot partition for SD
dd if=/tmp/newkern-usb of=$bootp2 # second boot partition for USB

umount $rootp

kpartx -dv $loopdevice
losetup -d $loopdevice

07. Add= &4 & AR +7:2USB A AT 5| %

dd if=kali-custom-chrome.img of=/dev/sdb bs=512k
cgpt repair /dev/sdb

X B AREL P K12 B D K272 B @R BF AN B ESHI KT IN TRHFRHES
— M2 X (B-IZE)H ik Feruk EMR10,E 4 B EMSDFE| 2.

O -1 KERN-A /dev/sdb

cgpt add -i 1 -
2 -1 KERN-B /dev/sdb

S1-T5-P1
cgpt add -i S1-T5-P5

{# Fcgpt showdr & & H2 XMFIKRME| S .



root@kali:~# cgpt show /dev/sdb

start size part contents
0 1 PMBR
1 1 Pri GPT header
2 32 Pri GPT table
8192 32768 1 Label: "KERN-A"

Type: ChromeOS kernel
UUID: 63AD6EC9-AD94-4B42-80E4-798BBEGBE46C
Attr: priority=10 tries=5 successful=1
40960 32768 2 Label: "KERN-B"
Type: ChromeOS kernel
UUID: 37CE46C9-0A7A-4994-80FC-9COFFCB4FDC1
Attr: priority=5 tries=5 successful=1
73728 3832490 3 Label: "Linux filesystem"
Type: OFC63DAF-8483-4772-8E79-3D69D8477DE4
UUID: E9EG67EE1-CO2E-481C-BA3F-18E721515DBB
125045391 32 Sec GPT table
125045423 1 Sec GPT header
root@kali:~#

EMEVEERR IS, B ASDER/U L & 5 Chromebook( R EHEIE % BHUSBA).EF 4 B SRR
BIRCTRL + ALT + U3| % # A EIKali Linux. A (root / toor)& % FlKali,#A 5 iz {Tstartx.



2 E HBYKali Live ISO

TiE + EMKali 1ISO - &Nt

HIEFEFIBKali ISOR ¢ 2, BREBR, BEE L AR LLEDebian®live-build A st Kali ISO# 1T
LHEMERE. X LA —RIEEXERN AR &R A TEENE 0 6, LR A BT LUz
S EEIT E—PLive R4 K. B % FiBIKali ISOthFA 7 X LA,

EIf7=

REAMEEREKalif R B R EHIIRAIKal ISOMIRT R X 4,34 4 U E B REFAR A live-
buildBI A (3.x23 X BRI A< 7] F F Debian wheezy).

A& TR
BABNERUT RSB EIFEHIKal ISOrFIE:

apt-get install git live-build cdebootstrap kali-archive-keyring
git clone git://git.kali.org/live-build-config.git

cd live-build-config

1b config

£ #EKali ISOMIED B (T %)

configBE B EE T EHISONBMEEN B TE Lk M, X L i fEDebianBlive build 3.x 7 H
BB AT AN RARR AT D, 7% 55 35 R LL T BIES & S04

config/package-lists/kali.list.chroot — @ 2E L& Kali ISOEM % HBHIFIR RETLUIEE
BRrEs RN Ha. B L)% /REYKali ISOM K H 315 (KDE,Gnome, XFCE,LXDE ).

hooks/ — hooks B % ft i FMER R M EXA ARIAE 2L E HKali Live ISO. B % X FhooksH
ER,5%&live build . 3N F Kali@ X A R INEGE R Y5 | S 352 2 89

$ cat config/hooks/forensic-menu.binary
#!/bin/sh

cat >>binary/isolinux/live.cfg <<END

label live-forensic

menu label ALive (forensic mode)

linux /live/vmlinuz

initrd /live/initrd.img

append boot=1live noconfig username=root hostname=kali noswap noautomount
END


http://live.debian.net/devel/live-build/
http://live.debian.net/manual-3.x/html/live-manual/index.en.html
http://live.debian.net/manual/3.x/html/live-manual/index.en.html

HEISO

EHEISOZ B, T LIS EEEMLE #, 1% 132amd6455Ei386.1% E3F ="Ib build”2E Eroot fR. 10
RIRTIEEZE 4, live buildFFRIB IR 50,7 {5 F BOZR 4 E £ 2R1SO.

INRARABIETEI2ML R AT EOANMI BIISO, 5 AT FH S M

dpkg --add-architecture amd64
apt-get update

ERi&live-build £ 2641 =& 32411SO:

1b config --architecture amd64 # for 64 bit
# ...0r...
1b config --architecture 1386 # for 32 bit

1b build
xE— TN HRE— Lt n By ETHMERTENKGSAREEHEISO. AT LS EIGIMIGE.

A S EEEISOIRZE

MRIRITHE 2 B EFISO,MRA LUBkalif s B2 FEAMETSEHNHE & tNHERE
apt-cacher-ng, A EERIT S BLEhttp_proxy*FiE % £

apt-get install apt-cacher-ng
/etc/init.d/apt-cacher-ng start

export http_proxy=http://localhost:3142/

.... # setup and configure your live build

1b config --apt-http-proxy http://127.0.0.1:3142/
1b build



EFKaliNEm R4
5 e Kalil) £ 3R I8

A RTAEMKal LinuxfA 7 # %L FEAGnomelF 4 BAMKE R FAAUEMN G T RiE@EE
BN I EHE—NEH S KREFIEN & EKali ISO% &, MEE EFIBIKali Live 1ISO
X RS TR IR fE E & RAISOZ Bl 5t 42 45 config/package-lists/kali.list.chroot 0 & [5 2B
2 IR % FHEEFRAEXE LR X L2 Em:

Graphical desktops depending on the architecture

You can replace all the remaining lines with a list of the
packages required to install your preferred graphical desktop
or you can just comment everything except the packages of your
preferred desktop.

H W HH

KDE

kali-defaults
kali-root-login
desktop-base
kde-plasma-desktop

Gnome

gnome-core
kali-defaults
kali-root-login
desktop-base

LXDE

kali-defaults
kali-root-login
desktop-base
1xde

XFCE


http://cn.docs.kali.org/downloading-cn/%e5%b0%81%e8%a3%85%e5%ae%9a%e5%88%b6%e7%9a%84kali-live-iso

kali-defaults
kali-root-login
desktop-base
xfced

ISWM

# cheers to Oxerror
xorg

dmenu

conky

i3

MATE
‘MATE'EHBAFREHEEERMNWER EXEIKaliEFTE—LRE.

echo "deb http://repo.mate-desktop.org/debian wheezy main" >> /etc/apt/sources.list
apt-get update
apt-get install mate-archive-keyring

# apt-get install git live-build cdebootstrap

# git clone git://git.kali.org/live-build-config.git

cd live-build-config

mkdir config/archives

echo "deb http://repo.mate-desktop.org/debian wheezy main" > config/archives/mate.list.bi
echo "deb http://repo.mate-desktop.org/debian wheezy main" > config/archives/mate.list.ch
cp /usr/share/keyrings/mate-archive-keyring.gpg config/archives/mate.key.binary

cp /usr/share/keyrings/mate-archive-keyring.gpg config/archives/mate.key.chroot

echo "sleep 20" >> config/hooks/z_sleep.chroot

J s

ANimate R EEI sk 4 ERIFIZKR: 448 f5 Bconfig/package-lists/kali.list.chroot 5 i% 2 iX 4

Xorg
mate-archive-keyring
mate-core
mate-desktop-environment



B #4552 Kali Linux I

B {RATRERENIMMNEM IR 2. 4 T. Kali LinuxA#% B 3% B mThas. 10 TR FE R an{a 4R 1E
{REVTBE R HIE R F 43 Kali LinuxP#%. 355 F 2 B RIEGABIKal Linuxli%E 23T 7T KE
T &IEANAT.

R 1% TR K,
TR B35 4 3 UM TR BT .

apt-get install kernel-package ncurses-dev fakeroot bzip2

T # Kali Linux R#ZRA 2
T # 32 Kali LinuxBIRRGRA .

apt-get install linux-source

cd /usr/src/

tar jxpf linux-source-3.7.tar.bz2
cd linux-source-3.7/

Ao & A%

SHKaliF AN E X GRERIBMUEERR X —FSIREE L BEMRZ, 47T, F
F. AR FBNEF 5 IF DA AR,

cp /boot/config-3.7-trunk-amd64 .config
make menuconfig

B3 N
B REBERIHAKREERRH S g EEHEES X.

CONCURRENCY_LEVEL=$(cat /proc/cpuinfo|grep processor|wc -1)
make-kpkg clean
fakeroot make-kpkg kernel_image

TR
PO BN kAR AT IR SR B BB 3 SE R PO A S AT RS R R AE L ek, 24 ATHOPY

IRAES.7.2 (REERIER A & YR,



dpkg -i ../linux-image-3. 3.7.2-10.00.Custom_amd64.deb
update-initramfs -c -k 3.
update-grub2

reboot

7.2_
7.2

B EE RN ZETT NRHEE T $BURMNAREE & o AR{DAT LUE R & HE A
Kali LinuxPI &% i 2 o] 241



MR 528
B, BNEEMERBEF R — T KaiE.Fz WERHEAPTTFHRER2E, #1THENERG

B FRDebian TEE#4 i3 LRI & £ thFIm, 4 7 RN A BMifare KeyE 4z 52 Ellmifarets
NETE, HAEEFHF %5 ¢ibfreefarex MNAL.

TR EBHNRR

# Get the source package
apt-get source libfreefare
cd libfreefare-0.3.4~svn1469/

1Z X B BDIR LS 2
REIERa EmMIRN 8 SUEF, LB, 411 LUE Bimifare-classic-format.c % 31l

nano examples/mifare-classic-format.c

¥ % 33 FTEE HK #
¥BRZOMENKR. CNEEEAFOIREE.

dpkg-checkbuilddeps

MHENERMNOT £ U EFRE2RET 14 E.80Rdpkg-checkbuilddepsi& B £l # H, 35
BRIRI& B ER DR 1, B LAgk 42 45 3% .

dpkg-checkbuilddeps: Unmet build dependencies: dh-autoreconf libnfc-dev

7=t v g EE
LI % i3 T Rs BV K #1
L% L Edpkg-checkbuilddeps# Hi 894 1% AT TR B #i:

apt-get install dh-autoreconf libnfc-dev

R ENR A


https://code.google.com/p/libfreefare/

A R EK 9 T2 17 5,78 FAdpkg-buildpackage sk 4 2 R R B ZME.

dpkg-buildpackage

RRM%ENE
R — ) AR LR 4 3 B0 T

dpkg -i ../libfreefare*.deb



ARMZAZ X 45 %

AT 5 BA A0 el fEkali linux EEREEARMA X 4533 315, @ B 41 210 X F E FIARMER (R HI ST
.

7% NS iE

HEARERERBERTERERE 4 Z 10 BRIFOF L INEDBS0GH R & 22 [ UKk E 4%
HAE,CPUREXRE.

R
L EARMR X 4 i AT 2 HIK %1

apt-get install git-core gnupg flex bison gperf libesd0-dev build-essential
zip curl libncurses5-dev zliblg-dev libncurses5-dev gcc-multilib g++-multilib

WRARZ64MIHIKali LinuxXk 4, A0 T e R R INi386 2R 4 X R EIMRIIFF 4 3115,

dpkg --add-architecture 1386
apt-get update
apt-get install ia32-libs

T#&LinaroTE4
MIAHIGItIR T # LinaroXX X 4 1% 2.

cd ~

mkdir -p arm-stuff/kernel/toolchains

cd arm-stuff/kernel/toolchains

git clone git://github.com/offensive-security/arm-eabi-linaro-4.6.2.9it

HEFRLE
# T 8efEALinaroRX X 4533 25, R B X RBsession B % BN THIFFIE T 2.

export ARCH=arm
export CROSS_COMPILE=~/arm-stuff/kernel/toolchains/arm-eabi-linaro-4.6.2/bin/arm-eabi-

ATEIRAIARMAI X 4533 FIRTTAX T, T LA 4k 2 B TIRE CHARMAR T .



/ %Kali Linux ARM chroot

& IRMRBEM T £ X T #iKali ARME: B2 B AR # R T EHfb189Kali rootfs. f0 T &~ — il
{EKali armhf rootfsHyf5lF.

%% T B AR A K

apt-get install debootstrap gemu-user-static

TE SLER A M RE il &

X BE L —EREZMWARME 1 (armelSarmhf)iriE % 2, TN SFH R REBIRHNERE.
X EEXEREN U4 BRFEMIFEEREN.

export packages="xfce4 kali-menu kali-defaults nmap openssh-server"
export architecture="armhf"
#export disk="/dev/sdc"

#E 17 Kali rootfs

HEM eI BN ER B % 2 3 MKali LinuxB9)R Fbootstrap 3% F§ARM rootfs. SR E A1 ME 1
B EH.E #lgemu-arm-staticElrootfs, LUE#1T5E25.

cd ~

mkdir -p arm-stuff

cd arm-stuff/

mkdir -p kernel

mkdir -p rootfs cd rootfs

debootstrap --foreign --arch $architecture kali kali-$architecture http://repo.kali.org/k
cp /usr/bin/gemu-arm-static kali-$architecture/usr/bin/

LANG=C chroot kali-$architecture

/debootstrap/debootstrap --second-stage

J T

224 chroot

ZEHENBEEANERLZE, Hlilkeymaps, &, FAMKLEOREERENEFBER)EF.


http://www.kali.org/downloads

cat << EOF > kali-$architecture/debconf.set

console-common console-data/keymap/policy select Select keymap from full list
console-common console-data/keymap/full select en-latinl-nodeadkeys

EOF

cat << EOF > kali-$architecture/etc/apt/sources.list

deb http://repo.kali.org/kali kali main contrib non-free
deb http://repo.kali.org/security kali/updates main contrib non-free
EOF

echo "kali" > kali-$architecture/etc/hostname

cat << EOF > kali-$architecture/etc/network/interfaces
auto lo

iface lo inet loopback

auto usbmon®

iface usbmon@ inet dhcp

EOF

3% chroot

X BFIREH]. $Packages T ERT X NI RWELE, FiArootBH s F#7:% B A "toor”, LA K%
ERMESEHCEE.

mount -t proc proc kali-$architecture/proc mount -o bind /dev/ kali-$architecture/dev/ m
cat << EOF > kali-$architecture/third-stage
#!/bin/bash debconf-set-selections /debconf.set
rm -f /debconf.set
apt-get update
apt-get -y install git-core binutils ca-certificates
apt-get -y install locales console-common less nano git
echo "root:toor" | chpasswd
sed -1 -e 's/KERNEL!="eth*|/KERNEL!="/"' /lib/udev/rules.d/75-persistent-net-generator.rul
rm -f /etc/udev/rules.d/70-persistent-net.rules
apt-get --yes --force-yes install $packages
rm -f /third-stage
EOF

chmod +x kali-$architecture/third-stage
LANG=C chroot kali-$architecture /third-stage

j S— o

fEchroot: £ iIEHRFFHELE

INRAEE (RATLLF I Erootfsi A iE B # TRAFMDEMIEN.

LANG=C chroot kali-$architecture
{fEchroot FEE Mm A HEH}
exit

;B2 chroot R 1% B BY# 4 ST

E 5z FfErootfs B — LR B 2 REM B AT BER = £ M 41 SEF(BlaNEchroot#r 15 B iz 1T HHIAR
%), = B A18EX I chrootat £ 1. 7E fRumount 2 BT AT BE T E fEchroot:f 1 B (= 1E — LR
%-.umount procfldeviy€p 45



umount kali-$architecture/proc umount kali-$architecture/dev/pts umount kali-$architectu

J

I 2

AT, AN RABAR B AR 4 EchrootE i 17

B

H o X A 42 IR T

root@rootfs-box:~ umount kali-$architecture/proc
root@rootfs-box:~ umount kali-$architecture/dev/pts
root@rootfs-box:~ umount kali-$architecture/dev/
(In some cases useful info about processes that u

umount: kali-armhf/dev: device is busy.

J

1

INR H 3 X

root@rootfs-box:~/arm-stuff/rootfs:~ 1lsof |grep kali-armhf

dbus-daem
dbus-daem
dbus-daem
dbus-daem
dbus-daem

MBS, % R0 T en

4419 messagebus mem
4419 messagebus mem
4419 messagebus mem
4419 messagebus mem
4419 messagebus mem

REG
REG
REG
REG
REG

2

B AR 4 414F T chroot:

236108 15734602 dbus-daemon
93472 17705250 1d-2.13.s0 ...

22540 17705240 librt-2.13.so0

8,1
8,1
8,1 100447 17705251 libpthread-2.13.so0
8,1
8,1

893044 17705232 libc-2.13.so ...

M#BE BB 11 EEIdbusSF P #F2{H1EchrootsriE B iz 17 7E 4k 42 2 B, B A B B fEchroot3r 18
BiEiEE MRIRE 2 M Ihumount T procskdev, it B Z B4
rootfs 2, A [5 1= IEdbushR % (3% | U T BE T

Zi=1EMIRR %):

# mount -t proc proc kali-$architecture/proc
# mount -o bind /dev/ kali-$architecture/dev/pts

LANG=C chroot kali-$architecture /etc/init.d/dbus stop exit

HE e D EFTHE S M 171,chrootZ!

— BT AT A RIAR 4 #0441 X4, /R AL BT LAlumount proc#ldev T':

root@root
root@root
root@root
root@root

HHE

=EHE

fs-box:~/arm-stuff/rootfs~
fs-box:~/arm-stuff/rootfs~
fs-box:~/arm-stuff/rootfs~

fs-box:~/arm-stuff/rootfs~

1T7Echroot BB IR A 1N 4 7 304 5 A RYZE

], 3%

umount kali-$architecture/proc
umount kali-$architecture/dev/pts
umount kali-$architecture/dev/

X EEENFEITIE:



cat << EOF > kali-$architecture/cleanup
#!/bin/bash rm -rf /root/.bash_history
apt-get update apt-get clean

rm -f cleanup

EOF

chmod +x kali-$architecture/cleanup
LANG=C chroot kali-$architecture /cleanup
/etc/init.d/dbus stop

umount kali-$architecture/proc

umount kali-$architecture/dev/pts

umount kali-$architecture/dev/

cd

FH=E | fREHIMKali ARM rootfsFtfEkali-$Sarchitecture B & B R LA 4 F M T EITExNE
F HEH B — NIRRT
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09. Kali #t Xz #¥



22 Kalit2 32 7] 2
S

BRREXHEE S — TR EFMARE — P REFNF SRS ME ) S RIROBRIEE . Bk EE
B BE;EKali LinuxBFF % F P B E AR S & A7) 8L i RKaliFF 2 F 2 0 7 78 i sk
BHZMEREIRE P ENRA. SN MNEERRHESHEREIMMERIREREF BRI
) B A, BRI TR & B IR FT AR I A SR AR

Kali Linuxye 4 F sttt KB9E 4R 4L R E 1890 BB UBRFHRFR S 4 B EIRE iRt iF
e, A IRIRE N 4 BEHREAEMNERESE.

o RREABVEMA ) MF IR 7, AL iRELENER.
o FEARMRXMEE: xEM%.

o RIFFMHMMENE AN Azt EBLHREHNES.

o AEZ|AWikipeidafIEEIEFE X FNLRIEH RS,

o —/BUG,AELUFRRMKR S, FARMAN FREGHZRIER.
o FNEEL pEHA—ERE MRITLLEFD HIRK.

o RE % #{“Me too!” B “+1"X BT 4.

o FEHPBESE—NRAAHMILA.

AN4rI 3R 55 1) AR

Kali Linux 7] BB ER SR 2 TEttp://bugs . kali.org.iX B X AS1E FARINM &) B vk S 0 01 B R4 &
AL AR R — 17 i e R 5.

£l Kali Linux 7] BB ER R 4tk P

MRRERBCEK », 82T EX—F 28R » BRFTAILURR F f ik St B FEN 7
1T IR,

£ 17 BB BR R 48 T HE, &= & ‘Signup for new account’ FF 5 61 2.


http://bugs.kali.org

Kali Linux 5323244

KALI LINUK
BUG TRACKER

Anonymous | Login | Signup for a new account

2013-03-20 05:25 EDOT

|

Main | My View | View Issues | Change Log | Roadmap | Repositories

0000147

0000145
-~
0000143

0000142

0000140

2
=]
7

0000135

AR N

hKalitg3z 9]

Unassigned [~ ] (1 - 10/ 47)

sysiinux cfg contains a few mistakes
[Al Projects] General Bug - 2013-03-19 21:38

The debian openssl has a —-no-ssivZ patch
[All Projects] Kali Package Bug - 2013-03-19 15:42

Automated HTTP Enumeration Tool
[All Projects] New Tool Requests - 2013-03-19 14:40

Unhide Forensic Tool, Find hidden processes and ports
[All Projects] New Tool Requests - 2013-03-19 14:39

Inguma
[Al Projects]) New Tool Requests - 2013-03-19 14:37

Junkie

[All Projects] New Tool Requests - 2013-03-19 14.36
sqgimap

[All Projects] Tool Upgrade - 2013-03-19 1408

android-sdk issue
[AN Projects] General Bug - 2013-03-19 13.01

Maad tn nnarads ruthanoieh fram 0 R ta 10 far ohartanth enftusara

i AR P & Flemail SRS 3 A58k 5. 52 & signupi& 4.

3l

Resolved [A](1-515)

msfpro console fails to launch
[All Projects] General Bug - 20

b43 wireless driver firmware r
[All Projects] Kali Package Bug

The Social-Engineer Toolkit (SE
[All Projects] Tool Upgrade - 20

Social Engineering Tool cannot
[All Projects] General Bug - 20.

No Keyboard or Mouse after M
[All Projects] General Bug - 20

87



KALI LINUK
BUG TRACKER

Signup

Username: NewBugSubmitter

E-mail: nbs@email.com

Enter the

code as it is F1
shown inthe ABFF1 ABf

box on the

right.:

On completion of this form and verification of your
answers, you will be sent a confirmation e-mail to
the e-mail address you specified.

Using the confirmation e-mail, you will be able to
activate your account. If you fail to activate your
account within seven days, it will be purged.

You must specify a valid e-mail address in order
to receive the account confirmation e-mail.

Signup

[ Login ] [ Lost your password? ]

MR T, F—F RN Rk P ELFTMIF. EFE K # 5B E E HBemailfiibr 4. 2
#"Proceed” 4 4: 2iRAEBIR R4 E & T HE.



KALI LINUK
BUG TRACKER

Account registration processed.

Congratulations. You have registered successfully.
You are now being sent a confirmation e-mail to
verify your e-mail address. Visiting the link sent to
you in this e-mail will activate your account.

You will have seven days to complete the account
confirmation process; if you fail to complete
account confirmation within seven days, this newly-
registered account may be purged.

[ Proceed ]

1EKali Linux 5] HiERR A B — 1 % B

TR R BZEF A RE K # — 82, B el 2 — DR X BRI LU A BT RA BB E
SHEBLHEBEMBA X R E i g EXHATRENELRNES BIFRAMBREESR.

1B 45 B E L& FLME 7 33My Account?R |5 ik 13 Profiles. A IREIR AR INEARIE R
FNEIR, SER BT 22 & "Add Profile™$243.



Add Profile [ My Account ] [ Preferences ] [ Manage Columns ] [ Profiles ]
*Platform

Intel x64
*Operating | .
System Kali
‘0S !

Version 1.01

Additional (| inux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2-G+kali6 x86 64 |
Description |GNU/Linux

-This system is a VMNare guest system

-VMWare Fusion Professional Version 5.0.3 (1040386)
-2 processor cores (2.6GHz Intel Core i7)

-4096MB RAM

* required l Add Profile

Edit or Delete Profiles

@ Edit Profile ' Make Default “ Delete Profile

Select Profile

-~
w

Submit |

L. —

KBRS 5, 2R 62— HT8Y 17) 4 4k &5 5 = H 0" Select Profile” FHI3E % . 7] IR IE(REVTE
Z o) BT RRECE X, R BRTER R 7] 4 4k 5 ot i 43 IEARIECIE XX/

F LA EREIRZIH 9 A

EFF IR 4R & AL EM ISR RAREY 9] A A RK R 2 F MR FAEC L MR S 9 (SR ET
X),EPBEERRRHERNINEELEIER,HI90"Me tool"sE"+1" ARAT LR & IDEE K &
B MBRA.

INRARIA A o) B FRE - %, BN 2 IR thip & i i LR B E BIR R — 0B R & R
HEHE S HIEFF—EXT2ERAZU Y RAENEESE L e A S A BRI~ —HH
7] AL

ERSE

TR IR R S, BRI K » ARG R & F F 7 H LB Report Issue” {RFEEIBER IS HIER.
Bt i & BANEIHRHBBILRER.

R"EFLATEUTFE:

e Category(4 %)
o Summary(i{HE)



e Description(f#iih)
HEeFBRA2 a0, BHERnEF2TERE G

e Reproducibility(ZE 3, 1%)

Select Profile(it 4% % ¥

Steps to Reproduce(E #.4 1)

Additional Information(Ffn{s &)

Upload File (error logs, screenshot)- E 34 (44i2 BE REEHR)

e STE—1:0pa
BRIKality ) 0 A4 % RS R B ZEEEHECH £ 3

e General Bug(—#% 7 &)

e Kali Package Bug(Kalizx {48 7 2)

* New Tool Requests(i KM LE)
* Tool Upgrade(ZTEF %)

AERE 9 BB ERR AT K Kali Linuxi2 4t 4% a1 s B2 1, 8 #Ehttp:/docs kali.org ,
https://forums.kali.org#lfreenode £ FIIRCEI X 2 (#kali-linux).
RE—NMERERNEE

BEFRARLER— N EaRENEFE KaiF £ EBHNEEC ERE— 1B #RE—1TEE
(BERRMRFEER LR 7 s E AR E K.

Good: Chromium Package installed from Repo will not run as root user(tt.: MR &5/
Chromium#x {4 & A 8E A rootiz 1T)

Bad: Chromium doesn’t work(45:chromium gz 17)

BMEN 2 OSREMA A B RIFVDAREICFT AR FRIREHRE.

£ Fdpkg 7 7] 4 4k & H B 4k 4 S 0 4k b A

R LU A dpkg BB BB RE 1 AN KA S EMRHRERIARLEH N M ELRBEE.
12 RAD AT BUA SR SR b (AT 1 16).

e search
o |ist
e status

5l F B 44 H:


http://docs.kali.org
https://forums.kali.org

root@kali:~# which chromium

/usr/bin/chromium

root@kali:~# type chromium

chromium is /usr/bin/chromium

root@kali:~# dpkg --search /usr/bin/chromium

chromium: /usr/bin/chromium

root@kali:~# dpkg --list chromium

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-await/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

o+ - - - -

ii chromium 24.0.1312.68 amd64 Google open source chromium web
root@kali:~# dpkg --status chromium

Package: chromium

Status: install ok installed

Priority: optional

Section: web

Installed-Size: 98439

Maintainer: Debian Chromium Maintainers <pkg-chromium-maint@lists.alioth.debian.org>
Architecture: amd64

Source: chromium-browser

Version: 24.0.1312.68-1

..0utput Truncated..

AERRX 2 YRRBRENRENHET RURZHRMm v MR
HHDESENM AW TAR:

o (R4 ERMARFTENXAR(FRERINEEXH)
o (REMMAT HLHEML L ER A

o MRALLIRBE—NMEERWNSEAT

. )’:#@E’\JH&ZF*D%{I‘Z%@ﬁ?&ff*ﬂ’ﬂﬁcﬁ{%%

o NIKhRA CHEE HEHNBERSENEH

® uname -a

e dpkg -s libc6 | grep *Version

o & YMaHR, 3 A RRA (40 python -V)

o {REVEEHER

o MNRIRE R SWEMIE 3 7] 4, 1% 5 HARFR B RIREHE B
s EIfR4 LRZEIREMIshwik ETBMEHER

o NIMETHEXMER

P A RE XK MEOREZERAXER BLLEEER.

B+
Package: Chromium
Architecture: amd64

Maintainer: Debian Chromium Maintainers



Source: chromium-browser
Version: 24.0.1312.68-1

| installed the chromium web browser from the Kali Linux repos, using the command ‘apt-get
install chromium’. | launched the program from the Kali menu by selecting
Applications/Internet/Chromium Web Browser. Chromium did not launch as expected,
instead it provided an error pop-up window.

The error message stated, “Chromium cannot be run as root. Please start Chromium as a
normal user. To run as root, you must specify an alternate —user-data-dir for storage of
profile information”.

| clicked the Close button to close the pop up window.

uname —a output: Linux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2+kali6 x86_64
GNU/Linux

C Library Version: 2.13-38

BaEmER

Kali Linux 2] BB ER R4 S0 4 MR IZ 3 M 4R S5 B9 ) 0 HH 3R R I RRIR R — N E RN TR
TEEHBHR, 6 £ 09E TR $ b ENAMRIER 7 2,4 e 18 5 f O &

ok 43 [O1 B _E EAIBIF,Chromiumi% i+ B TCiE Froot & 3, {REILAM RIS £33 4 27

RIZE T — MR R 5, R REE WRKaliTF % & X B E % 7 4, M N BERE % 7 %
RS IR 7 MEVRAR R & BIRE L 2, T & BRRERE A Mk B 2 7 i &
EHRMZTRE.

BIFEHMFR

R, A B — TN RENFAER—TEELN AN ERFNNREEWEBELERLMT
P ik 38 g B R ERIER L e, Tl a .

armel Kali 1.0
armhf Kali 1.0
x64 Kali 1.0
x86 Kali 1.0

REER %P BT &

S e oAt X B 2 AERRATRES RN EXBLRIIE N % 7 BRI L 5. — L
AR RE#HERBEENREESLRAE JRRPVHNMERNE N 17 AL FHIL %K.

5l F:



1. Opened a terminal window by selecting Applications/Accessories/Terminal

2. Typed ‘apt-get install chromium’ in the terminal and hit enter to run the command

3. Attempted to run Chromium web browser by selecting Applications/Internet/Chromium
Web Browser

REEZER

AR ORATLURES | @RXNESHNER MRFEEBE BN AE F#EXBIREE.R
HE, R FERMEBNES RREE UEF L HEEN.

a

{5l F:

There is a simple fix that is well documented on several forums. | tried it and it fixed the
issue for me.

e Using a text editor open /etc/chromium/default
¢ Add —user-data-dir flag
¢ i.e. CHROMIUM_ FLAGS="-user-data-dir”

Can this be patched within the repo version of Chromium so adding this flag is not required
for future releases?

AR

AU EREZIRUNER LT L A REEZ RENZ WA A AMBNFREHANELS
S SERSTHEEIR/NR .

fRA] LA & "Choose Flle"i#Z 41 KARM— X H. BRI T RAMNX G EERRZRE LRk 58
XA XM R B R & P R OREY 4R 5, 285 R & "Upload File"#& 4.
RRmE

E RBE 2 E L FRRRE T R THH 2 = £ "Submit Report’#2 41 RV I S S HWIR T AR D
BoEl—Mracking IDGEERID). 4 &5 2 FEREY” My View” 7 E FBEY”Reported by Me”& 1, 4R AT L
ERER |7 B RO R .

=S

i) A1k SR B RN 2 ERMAIBRRE R 442 AR LOB i3 IR A 2a 8935 B L Ath 1 F04R
—E X BEEHE.

P emitR — )RR SRER T A 5 5%, BE T 4 R T IR B 2 RAMRET (4.

2 KB BT SO R o) A SR AROR 0 R AN SRAR AT LA {RETR A IR Bt — DR 1) BB 75 3R, U AT DA 28
T4 BRHRF 2B P AR ST L ERERIEMR L RER UE LN ES
12X A% A IREER R 7 B 2.



HERR BN, B BB B R & UG 2 EF R MBRHNER.
TF % BARRBISAR, ML IFm A E0E B LUEM 47 7] &

i SHRBE KRBT, T 2 BRIR—HBBIES F 8. B 2 MO TEFH L4k 4L Kalifk A
BB LUk R RIRAE E R & 1ThR 4 1754

FRNEBIN T X IRZFIERTMA:

http://www.chiark.greenend.org.uk/~sgtatham/bugs.htm! — Fetched March 20,2013
https://help.ubuntu.com/community/ReportingBugs — Fetched March 20,2013
http://www.debian.org/Bugs/Reporting — Fetched March 20,2013


http://www.chiark.greenend.org.uk/~sgtatham/bugs.html
https://help.ubuntu.com/community/ReportingBugs
http://www.debian.org/Bugs/Reporting

Kali LinuxE A 4.4

B /7 RAY &

Kali Linuxi24t 7 3 2 #4438, ix Lo 7E t R & th & A 4 1%

e hitp.kali.org (4215515%). TELEKIHKHIR;
e security.kali.org (4:1%715%): Z2BHHFIR;
e cdimage.kali.org (4%15715%): ISO&RIR.

LIRERU L3N R MRN, 2B 2 2 EIBRRENSEFRT WK MRIFEF ik
BF—Mo& F R & EEEEENERIIR, & — D EEMRHN.

Kali Linux4s {RF9Z2:%

23K

FR % — M Kali LinuxMB AL BRIR MMEE—B & 1Trsyncllssh, KEE & K% TR 425, &
ZF2013-03-14, T ERE G MR A4 160G, ISOLIKEKR 410G 18 1 %%k Bx EHFHER
FRR K. HNFBLEMRBEIHTTP,FTPERSYNCZ — KB 45 (R ST, AT LAdA 47 2 25 48 12 B AR
%

KU SERR T HEE
Mg REES N 2 METSSHIM % Bpings & —REF4R.
MRARERE + BFRIRIKS Sl B— D (RRTF RN+ AT al s Bm

&"archvsync”):

$ sudo adduser --disabled-password archvsync
Adding user 'archvsync' ...

[---]

Is the information correct? [Y/n]

NERTERGZENE 2 AREBRE B YR T /BN EAA

$ sudo mkdir /srv/mirrors/kali{, -security, -images}
$ sudo chown archvsync:archvsync /srv/mirrors/kali{, -security, -images}

T—¥ERErsyncEAEFIREEAERET)SHXEH £:


http://http.kali.org
http://http.kali.org/README.mirrorlist
http://security.kali.org
http://security.kali.org/README.mirrorlist
http://cdimage.kali.org
http://cdimage.kali.org/README.mirrorlist

$ sudo sed -i -e "s/ENABLED=false/ENABLED=true/" /etc/default/rsync
$ sudo vim /etc/rsyncd.conf

$ cat /etc/rsyncd.conf

uid = nobody

gid = nogroup

max connections = 25

socket options = SO_KEEPALIVE

[kali]
path = /srv/mirrors/kali
comment = The Kali Archive
read only = true

[kali-security]
path = /srv/mirrors/kali-security
comment = The Kali security archive
read only = true

[kali-images]
path = /srv/mirrors/kali-images
comment = The Kali ISO images
read only = true

$ sudo service rsync start

Starting rsync daemon: rsync.

BN EIEWEBRR 4 22 MFTPAR 4 22 ECE ZE 36 LR i 3 B4R E
http://yourmirror.net/kali , http://yourmirror.net/kali-security#1http://yourmirror.net/kali-images
(FTPtE—#). AIER BB+ A » K ESSHf % SRE BN RIL RIEE g% 82
% AR p #8 & ftpsync.tar.gz:

$ sudo su - archvsync
$ wget http://archive.kali.org/ftpsync.tar.gz
$ tar zxf ftpsync.tar.gz

AEBRNBUEANREX G EEROE EEDEE
tXMIRRORNAME, TO,RSYNC_PATH,f1IRSYNC_HOSTX JLNS#..

$ cp etc/ftpsync.conf.template etc/ftpsync-kali.conf
$ cp etc/ftpsync.conf.template etc/ftpsync-kali-security.conf
$ vim etc/ftpsync-kali.conf

$ grep -E 'A[M#]' etc/ftpsync-kali.conf
MIRRORNAME="hostname -f°

TO="/srv/mirrors/kali/"

RSYNC_PATH="kali"

RSYNC_HOST=archive.kali.org

$ vim etc/ftpsync-kali-security.conf

$ grep -E 'A[M#]' etc/ftpsync-kali-security.conf
MIRRORNAME="hostname -f°
TO="/srv/mirrors/kali-security/"
RSYNC_PATH="kali-security"
RSYNC_HOST=archive.kali.org

B Ja— % #1I.ssh/authorized_keysLU{Earchive.kali.orgBEfl % IRATLE1K. :

$ mkdir -p .ssh
$ wget -0 - -q http://archive.kali.org/pushmirror.pub >>.ssh/authorized_keys


http://yourmirror.net/kali
http://yourmirror.net/kali-security和http://yourmirror.net/kali-images
http://archive.kali.org/ftpsync.tar.gz

INR{RMftpsync.tar.gz 2% /£ Elhome B %, 3B RE(E IE .ssh/authorized_keysH

B9 ~/bin/ftpsync” 7 48 i BIBRE. ML £ —H B ZFRIIEIKRURLBemailEl devel@kali.org, A&
BARBYE &N A 851 2R 5 BRTARITE B R o 9 2 (B 1 EE&/H}W%M%E’JEE%)H??&
% 3%k S EE fFFarchive.kali.orgly 8 — R #E X, A0 55 B B (RERRE 2 1Trsync#li81E [E
&,k FEERIKRENTEE— &K B85 Rk T archive-4 kali.org, ﬁMJ’]’ﬁ;ﬁLjﬁg—Fﬁﬁﬁ P
M PRE T T aR:

$ rsync -qaH archive-4.kali.org::kali /srv/mirrors/kali/ &
$ rsync -qaH archive-4.kali.org::kali-security /srv/mirrors/kali-security/ &
$ rsync -qaH archive-4.kali.org::kali-images /srv/mirrors/kali-images/ &

FITEFISOLE

ISOL IR ERAHEER LT ENX FTLMRERES — M8 Hia TMrsyncit XIME 4 R HE T
Al B # A Abin/mirror-kali-images, {f R B¢ |_etc/m|rror-kal|-|mages.conf,ELl%FHFH P#x
FRIBE A I0Zcrontab.

$ sudo su - archvsync

$ cp etc/mirror-kali-image.conf.sample etc/mirror-kali-images.conf
$ vim etc/mirror-kali-images.conf

$ grep -E '"A[M#]' etc/mirror-kali-images.conf
TO=/srv/mirrors/kali-images/

$ crontab -e

$ crontab -1

# m h dom mon dow command

39 3 * * * ~/bin/mirror-kali-images

# % B—NEB et a, LLFRarchive kali.org R T B —n¢ 7] it % BIE 4 T#A f 1655


mailto:devel@kali.org

Kali Linux& & M ig

Kali LinuxB9— R 55 A F LB ME #IREIR 4. TN EKalB ARG R ENBER. #F

I FFEY A 5

e www.kali.org

docs.kali.org

forums.kali.org

bugs.kali.org

git.kali.org

Kali Linux= b E BB F % fKali Linuxt8x# 8 ZEAXEE M—KEXx1 BMNEHFEXEMS
% M5 Kali Linuxt8 x5 TE ThREASITMIE X . 2 B X M i 2R T & £ ThRE M — A,

IEZARIMIE 7 7 B BRI R B E T —RFIKali LinuxBIE 2 SR FIE. N 42 7 Kalidi X
BRI L 2 X BZSTE T IZEIE R 19 #.docs.kali.orgix DFig &tk 4 B AR (SAE
FR%88).

INRARBEARTEE 5 Kali Linux 3248 SER B 9 BB R, B iF R A BEB A 2 —fIKali Linuit 289
A 7 ME AR AR R % AKalise 3z A R SR B H R & 5 AR KELE, M4 wIEFHF + ZEEENE
ZIHIFETA.

REHMB 2 A EKali Linux5SeEX MR E N BTEFABNREM 42 2 a8 = 80 3 #9ck et
BE ATAE A 7 s T B Ked &4 A M BBEMRTEDUgs kali.orgiR3Zbug ik &, 73 BY
F138Kali Linuxf5 B 1.
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