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About me

» Blogger @ pttps://nvirosecurity.com/

= GitHub @ htips//Qithub.com/NVIroRST

= Twitter @ hftpsi//iwitter.com/NviroRIT

» Admin @ hifps://stforums.com/forum/



https://nytrosecurity.com/
https://github.com/NytroRST/
https://twitter.com/NytroRST
https://rstforums.com/forum/

NetRipper

» Personal project

» Released at Defcon 23 (2015)

» Presented at BlackHat Asia Arsenal (2018)
®» For penetration testers

» FOr anyone
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Traffic sniffing
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ow Q sniffer works

® |f requires administrative privileges
» Jseless for encrypted data (e.g. HTTPS, SSH)

Application
- (web browser/ email client)

Packet
Analyzer
Transport (TCP/UDP)
Copy of all Network (IP)
Packet .
Ethernet frames Link (Ethernet)
Capture (pcap) sent/received Physi
ysical




oW Q browser works
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ow NetRipper works
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NetRipper components

» NetRipper.dll - Main component (APl hooking)
» NetRipper.exe — DLL configurator and injector

» netripper.ro — Metasploit module of DLL configurator
and injector




NetRipper plugins

» PlainText — Save only plaintext data
» Datfalimif — Limit ,,packet” size
®» StringFinder — Find strings




What's newe

®» Cross-compilation on Linux
» Support for PCAP files




Cross-compilation on Linux

®» Requires mingw-wé4
» Compiled DLLs are big
» Has limitations

» Wil be improved




PCAP files

» Can easlily follow requests and responses

» Can be used with Wireshark (supports multiple protocols)
» Can be used with other tools supporting PCAP files

» Can get IP addresses and TCP ports (limited)

» Wil be improved




Where is the problem®<

» Some applications are statically linked (no exported
functions, reverse-engineering required)

» Support has to be added for each of them
» Fxamples: Putty, Google Chrome




Google Chrome

» || 6B902FSE 55 push ebp ! o id
e | 6B302F5F mov ebp,esp |#]  Binary 3 Hide FPU
® | 6E202F61 52 push Eb)_( EAX OC71FCE4
- gg F’“Sn edi U] Copy 4 EBX 00000000
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® || GES02FBA 83 7E 14 00 cmp dword ptr ds:[esi+14], EFLAGS 00000246
--e|[6B902FBE| ~ 74 1C je chrome.6B202FAC @ Graph G ZE 1 PE 1 AF O
@ | 6BE302F30 8B 46 18 mov eax,dword ptr ds:[esi+ OF 0 SFO DFO
® || 6ES02F33 83 B8 84 00 00 00 02| cmp dword ptr ds:[eax+84], Help on mnemonic Ctrl+F1
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o] fpiniiind S e o i Trace record d e ———————
® | GE302FEE 6A 00 0 _
e || 6E902FED 64 10 1E| . Comment ; Default (stdcall)
® || GE302FEF E8 D4 A9 00 FF chrome. 6A30D338
£ 1: [esp+4] 0D48C3CO
o | 6E302FC4 83 C4 14 omisies 4+ Toagle Bookmark Cirl+D 2: Eesgm% OB3C61FE
—>#| 6B302FC7 31 FF xor edi,edi ~|3: [esp+c] 0000D051C
e8| ronarsa ar Ane ool 2
1 m o - b 4: [esp+10] 69C427AC chrome.&3C427.
|/ Analysis b 5: [esp+l4] 6CO2ESDD "DoPayloadwri
3‘% Assemble Space
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Use cases

®» Penetration testers
» Bug bounty hunters
» Affackers

®» Any other users
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Improvements

» Support for multiple applications

» Performance and stability

®» Bypass process mitigations

® |nject in new processes

» More plugins (e.g. regular expressions)
» Support for Linux/Mace



Conclusion

®» Open-source tool for Windows

» Capftures traffic before encryption and after decryption
» Supports multiple applications

» Fasy fo use

® |f can be improved




Questions®e

https://qithubb.com/NyiroRST/NetRipper

lonut.popescu@outlook.com



mailto:ionut.popescu@outlook.com
mailto:ionut.popescu@outlook.com

